Procedure for the Removal of Personal Data from the RIPE Database
Introduction

The RIPE NCC is the Data Controller for the RIPE Database. The operational responsibilities are delegated to the individuals who have mntner objects in the database. If one of these people fails to fulfill their responsibility, the RIPE NCC has a legal obligation to step in. This may require the RIPE NCC to modify or delete personal data.

Personal data is only held in the person object. The person object is the basic building block of all data in the RIPE Database. Changes to person objects can have significant consequences. To remove personal data may require:

· some dummy data to be inserted in its place
· references to be removed from other objects.
· in some drastic cases, for other objects to be deleted.

The precise course of action depends on the types of objects where the person object is referenced.  It also depends on how far we go down the road of accountability verses privacy. The RIPE NCC has a legal obligation to remove personal data on request from the data subject. We also have been tasked by the RIPE community to keep an accurate register of Internet resources. 
The data subject has to be made aware of the consequences of data removal. They cannot have control over Internet resources and remain anonymous. The procedures outlined in this document are from the point of view of maintaining accountability. Where accountability conflicts with privacy drastic action is required. This may involve cancelling or reclaiming resources. If less drastic action is preferred then we have two options.

· Follow the path of domain registries by allowing end users to opt out of their personal data being made public. But the data is still held in the database.

· Insert dummy data which weakens the quality of the RIPE Database as a registry.
If we follow the first option, data subjects may still request that their personal data is completely removed from the database. In those cases we either have to take the second option as well, or when possible move to the drastic action and cancel or reclaim resources.

Historical Data
In theory a data subject could demand that their personal data is completely removed from the RIPE Database. This would include removing the historical records. However this would almost certainly conflict with Dutch national security and international considerations for handling serious crime and terrorism. If we delete historical records we can no longer identify the user of an Internet resource at some instant in time. We have to seek legal clarity on Data Protection verses National (and International) Interests.
Procedure

We have tried to clearly identify a series of steps to be taken. It may seem at first sight a long winded process. However, each step is simple and well defined. The aim is to resolve the issue to the satisfaction of all parties and protect everyone’s interests.

1. The RIPE NCC is contacted by a data subject asking for their personal data to be removed from the RIPE Database.
2. The RIPE NCC forwards the request to the maintainer of the person object and cc: the data subject. The maintainer is asked to resolve the issue within 10 working days and send confirmation to the RIPE NCC and data subject.
3. a.If confirmation is received from the maintainer and the person object has been deleted or substantially changed, the ticket is closed.

b.If confirmation is received from the maintainer, but nothing changed, the RIPE 
NCC asks the data subject to confirm the issue has been resolved. If the data 
subject still requests the personal data is removed the RIPE NCC moves into 
phase 6.
4. If no confirmation is received from the maintainer, but the person object has been deleted or substantially changed, we notify the maintainer and the data subject that it looks like the issue has been resolved and the ticket is closed. 
5. If no confirmation is received from the maintainer, and nothing changed, the RIPE NCC contacts the data subject and cc: the maintainer. The data subject is asked to confirm that they still want the personal data removed. If they confirm this, the RIPE NCC moves into phase 6.
These are the actions the RIPE NCC has to take when the maintainer does not respond to the request.
6. The RIPE NCC asks the data subject for a copy of a legal identification document. This should be faxed along with a formal request for the personal data removal. This formal request can be generated by a cgi as we now do with the mntner password request. The form will also reference a web page on accountability verses privacy. This page will explain to the data subject that removal of personal data may have consequences regarding access to and usage of Internet resources.
7. The RIPE NCC receives the signed request and identification document.
8. a. If it is a simple case of an unreferenced person object, or a person object which is never the only referenced person object, the RIPE NCC simply removes any references, where necessary, and deletes the person object.
9. a. For a simple case the RIPE NCC sends an acknowledgement to the data subject and the maintainer informing them that the personal data has been removed. And closes the ticket.
8.
b.For anything other than one of the simple cases, the RIPE NCC replaces the 
personal data with dummy data. This is only an initial step.
9.
b.The RIPE NCC sends an acknowledgement to the data subject with 
confirmation of the temporary replacement of the personal data with dummy data. 
Also included will be a list of any other data that may be affected which is 
directly related to the person object. This list will highlight any resources that 
will need to be deleted, reclaimed or marked as abandoned and the possible 
consequences of this action.
10.
b.If the data subject confirms this action the RIPE NCC moves into the cleanup 
phase.
Cleanup Phase

These are the steps taken by the RIPE NCC when the removal of personal data is not a simple case. In some of these stages, there are options. A choice needs to be made on which option before the Procedure can be finalised.
· Find all the references to the person object.
· In any object where it is not the only person or role object referenced, 
· If there are multiple instances of the same attribute, delete the references to this person object.
· If it is the only reference for a specific attribute, replace the references with one of the person or role objects referenced in other attributes.
· Where it is the only reference to a person or role object either
· The personally identifiable data needs replacing in the person object. This weakens the quality of the RIPE Database as a registry.
· The reference needs to be replaced.
· The referencing object must be deleted.
· If the reference needs to be replaced, it can be replaced with a reference to:
· A person or role object taken from the parent object, if it is a hierarchical object.

· A dummy person object. This weakens the quality of the RIPE Database as a registry.
· A person or role object taken from the maintainer object.

· A person or role object taken from the organisation object.

If the object needs to be deleted or made to reference dummy data, special considerations may apply, depending on the object type. This may involve reclaiming or revoking resources in some way. If these resources are registered to the data subject requesting the personal data removal, they will be listed in the acknowledgement to the data subject along with the consequences. If they are managed by other maintainers, the maintainers will be notified and given an opportunity to change the references and take their resources off the list of affected objects. They need to be allowed at least 10 working days to respond.
Special Considerations for Object Types

This is a list of object types and actions for when one of these objects references the person object to be removed as the only person or role object.
Forward domain

This is a TLD problem. If they are not responsive, the TLD should remove its data from the RIPE Database.

Reverse domain

These objects should be deleted rather than make references to dummy data.

inet(6)num

For PA address space, change the status to a new value ABANDONED PA and encourage the LIR to reclaim it.

For PI address space, reclaim it.

route(6)

These objects should be deleted rather than make references to dummy data.

aut-num

These objects should be deleted rather than make references to dummy data.

role

Find all the references to the role object and consider them as if they were direct references to the person object.

mntner
Initially lock the mntner. Check all references to the mntner. 
· Where there is reference to more than one mntner in the same attribute type, remove the reference to this mntner. 

· If it is referenced in an optional attribute, remove the attribute.
· Where an object only references this mntner in a mandatory attribute, consider this reference as if it were a reference to the person object and handle the object accordingly.

key-cert

Initially invalidate the key data. Check all references to the key-cert. If other authentication tokens are referenced, remove the reference to this key-cert. Any mntner where this is the only authentication token is now locked. Follow the procedure for a mntner object above. Then delete the key-cert object.
irt

Remove references to this irt object from inet(6)num objects, then delete the irt object.

organisation

Consider the organisation closed rather than make references to dummy data. Find all objects that reference this organisation object and follow the above procedure for the appropriate object type. Then delete the organisation object.

Conclusion
It is preferable if those to whom responsibility has been delegated make the changes. They are closer to the people involved and have a better understanding of how to replace references to the data subject. If the RIPE NCC has to make changes it is because someone else with the authority to change this data has not taken the matter seriously. In this case there should be a penalty, which justifies the drastic actions suggested.

Because we are proposing some drastic actions it is also important that we are sure we can contact the correct people to inform them of the actions in advance. This brings us back to accountability. Currently we have no authoritative contact for any set of data objects. We have the usual set of dubious e-mail addresses, phone numbers and addresses. None of which are verified and many proved to be invalid. We need to consider how we can ensure a verified contact for all sets of data.





























































